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Message from the President -
"Stay Relevant”

One year after the global financial crisis, the economy is
recovering; but are you better off than before? If not, why
not? If yes, what's the magic?

| have discussed these with a few friends lately and other
than working hard to keep their jobs, they are also very
much concerned about how to stay relevant in this
ever-changing industry. Same to many of you, | find every
single day from Internet that there is news about new
technologies,

new ideas, new viruses, new security

loopholes, new companies founded and not-so-new
companies shut their doors. It is really hard, if at all

possible, to control our destiny and to stay afloat.

Sure there is no easy answer or quick-and-dirty method on
how to do that. However, | am confident that as long as we
(1) anticipate change; (2) stay alert and flexible; (3) be
equipped - then we can achieve this.

The good news is that ISACA is here to assist in these
ISACA
membership, get certified and stay connected to the

attainable goals. Simply come and join
ISACA professionals. Sure you will enjoy your professional
developments as well as the vibrant sharing among the

global and local member community.

Seize the chance!! We are here to help you to advance
your career as well as to stay relevant.

Regards,
Michael Yung
President, ISACA China Hong Kong Chapter

ISACA

ISACA

ISACA
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| SACA Wins the O6Best Prof onal De

Grand Awardoé at

Hong
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The China Hong Kong Chapter of ISACA has
been recognized at the Hong Kong ICT Awards

Devel opment

AThe Awards are a tre
our chapter o0s commi t
development. They speak volume about the
success of the CISA certification, a program
that is widely regarded as the global standard

for 1'S audit, control
said Michael Yung, President of ISACA China
Hong Kong Chapter. n N|

acknowl edge | SACAOGs a
Kong, they also go a long way in recognizing
the fellow ICT professionals who are certified
with the CISA designat

ISACA China Hong Kong Chapter is one of the
largest chapters in the world with over 3,500
members from China and Hong Kong at
present. With efforts of the China Hong Kong
Chapter in promoting, organizing
managing the CISA program locally, among
the over 70,000 CISA worldwide, more than

and

20009. | SACAG6s Certi fi
Auditor (CISA) Certification Program was
awarded the M@nBest Pro
Grand Awar do, and was
Awar d Wi nner f Brofessionhl ¢

(Scheme) ¢

2,500 are earned in China and Hong Kong.
Moreover, around 1,000 professionals participate
in the CISA program each year in Hong Kong.

The Hong Kong ICT Awards were established in
2006 under a collaborative effort amongst the
industry, the academia and the Government. The
Awards aim at building a large scale and
internationally recognized branding of ICT
awards of Hong Kong.

As one of the nine categories, the Best
Professional Development Award aims at
recognizing organizations with outstanding
contribution in professional development for the
information and communications technology
industry in Hong Kong.

For more information and a detailed list of
categories and  winners, please
http://www.hkictawards.hk

visit

ds


http://www.hkictawards.hk/
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Chapter MemberRanks i n Asi abs ClbA E)xanﬁlmhoal on

The China Hong Kong Chapter of ISACA, a global
nonprofit association serving more than 86,000 IT
governance professionals in 160 countries, today
announced that Mr. Joey Dang from Beijing, China,
had achieved the second highest score in Asia in
the Certified Information Systems Auditor (CISA)
program. Since 1978, the CISA program, || The technical skills and practices that CISA
administered by ISACA, has been the globally || promotes and evaluates are the building blocks
accepted standard of achievement among || of success in the field. Possessing the CISA
information systems audit, control and security || designation demonstrates proficiency and is the
professionals. basis for measurement in the profession. With a
growing demand for professionals possessing IS
After completing the review course and seminars in || audit, control and security skills, CISA has
late 2008, Mr. Joey Dang, an IS Risk and || become a preferred certification program by
Compliance  Analyst with AIA Information || individuals and organizations around the world.
Technology (Beijing) Co., Ltd., scored the second || CISA certification signifies commitment to
highest pointsint he Asi a r egi 0 n||serving an organization and the IS audit, control
CISA examination. and security industry with distinction. In addition,
it presents a number of professional and
i O mehalf of the China Hong Kong Chapter of || personal benefits.

ISACA | send our congratulations to Mr. Dang for
achieving such a prestigious result in 2009 CISA || Reflecting on his outstanding examination
exam, 0 said Mr. Mi ¢ h a el || results, Dang was grateful for the support he
China Hong Kong Chapt er||received from ISACA and expressed how much
level in an internationally recognized certification || the certification means to his career.

program that is already earned by over 70,000

professionals worldwide is a proud achievement for || ii | woul d | i ke to preci@tore|s
the individual and the ISACA China Hong Kong || to the ISACA China Hong Kong Chapter for the
Chapter. o support given to me in preparing for the 2009

Cl SA examinati d¢in,no ti@etod
CISA exam, the China Hong Kong Chapter has

no
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provided not only the essential technical knowledge
required b ycurridulbne latesk
practical insights in IT governance, IS audit
methodology and process best practices were
shared with the exam takers via review course and
seminars in Beijing, Shanghai and Shenzhen.
Achieving a high score in the exam was great, but
learning those real-life experiences from the
mentors was tremendous for my career
opment . 0

of

devel

Dang also shared his tips on how to succeed in the
CISA examinations. Having the right attitude,
understanding the scope and focuses of the
curriculum, and cutting through the clutter and
addressing the core issues of the questions are
some food for thoughts for upcoming CISA exam
takers:

U0 Attitude: CISA applicants must view the
examination as a means to an end. Paying
attention to details discussed during the review
course and seminars and especially the shared
experience by the mentors will allow for a fuller
understanding of the IS best practices, which
are the emphasis of the CISA exam.

i Scope and Focal Points: Achieving a good
result in the exam requires the applicants to be
all-rounded in IS auditing, control and security.
Applicants should conduct gap analysis to
identify their own areas of weakness, and step
up to address those gaps before the exam.

Certified Information
Systems Auditor™

CISA" Review Manuad 2010

CISA

U Question Handling Technique: As the exam
paper is comprised of multiple-choice
guestions, the key to scoring high points is to
select the best possible answer to each
guestion. This requires the exam takers to
cut through the clutter and see to the core
issues of the questions, such that the best
answers can be derived.

The next CISA exam will be administered on 12th
June 2010, for which registration is currently open
until 7 April 2010. Interested applicants can
register for the exam at www.isaca.org/examreq



http://www.isaca.org/examreg
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Special Article - Information Security: A priority for Chinese Companies

A new study by PwC, in conjunction with CIO
and CSO magazines, shows that Chinese
enterprises have continued to step up spending
on security in response to the current business
environment. However, their investment in
people and processes must catch up with
spending on technology in order to manage
information risk more effectively.

According to the seventh annual Global State of
Information Security Survey®, released at the
end of November, six out of every ten
respondents (63%) expect spending to either
increase or stay the same 1 in spite of the worst
economic downturn in decades 1 or perhaps
because of it. For the study, the largest of its
kind, more than 7,200 executives from 130
countries across all industries were asked about
their information security expectations. The
results show that global leaders appear to be
protecting information security operations from
budget cuts T but at the same time are placing it
under intensive pressure to perform.

AThe increased risk in
has visibly elevated the role and importance of
informati on security
William Gee, a Partner
Controls Solutions (RCS) practice, who is based
Beijing. AAf t er opwiena
over information security, and as a result of the
enormous pressure to manage risks of

i n

information security or data loss following the
economic downturn, business and IT leaders seem
to be converging in thei
The survey shows that across industries and from
the private to the public sector, the downturn has
had a major impact on security spending. It also
finds that negative impacts such as financial losses,
compromises to brand or reputation and loss of

shareholder value have increased.

The study further reveals that information security is
a priority for Chinese organisations. More than 8 out
of every 10 Chinese respondents expect
information security spending to either increase or
stay the same over the next 12 months i a higher
score than nearly every other country in the world.

I nterestingly and per hag
speed of recovery, the economic downturn is seen
as the fifth leading driver for security spending.
Gl obally, the Aeconomic
be t he second I ng
continuity/ di s asneaely 40% eot
respondents say that the economic downturn is a
driver for information security spending.

eadi

However, despite years of increased spending in
security technologies, the study shows that Chinese
organisations are still trying to catch up in putting
sufficient emphasis on the establishment of
organisation-wide security management systems,
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which are necessary not only to drive and prove
t he organi sations?®o ef f
information risks, but also to truly realise the

value of the investment made in security
technology.
AMany Chinese organi

underperforming in establishing the key elements
of an effective security management system,
such as having a proper data inventory,
dedicated information  security = resources,
up-to-date access controls, security standards
and procedures for higher risk areas such as
wireless networks and sensitive logins and
business continuity planning, which are not so
much about technologies but having good
management practices, 0
Partner at PwC Chinabéo
Solutions (RCS) practice, who is based in both
Hong Kong and Shanghai.

In fact, according to the results of the survey,
when compared with the traditionally more
advanced regions such as the U.S., Chinese
organisations are still lagging behind in terms of
their ability to strategise their information security
and business resilience efforts and to put
sufficient focus in educating their employees,
reflected in areas such as information security
strategy, security baselines for partners and
suppliers, business continuity/disaster recovery
planning and employee security awareness
programmes. ARThese are

areas where Chinese organisations should make
more effortodo, said Mr.

Looking ahead

Survey results reveal that companies are placing
high expectations on initiatives that take a

strategic, risk-b a s e d approach.
messag e i snot new ofr di
urgent, 0 added Mr Wong.
to Aget it righto shoul
key issues:

Protecting data elements

The number of respondents who say their
organisation has a data loss prevention (DLP)
capability in place has leapt this year i from 29%
in 2008 to 44% in 2009 (52% in China). However,
almost half of Chinese respondents say that their
organisation does not have up-to-date data

access controls to protect sensitive data.

Addressing the risks associated with web

transactions and social networking

Only 45% of Chinese respondents say their
organisation has put in measures (such as digital
certificates) to secure web transactions, much
lower than the global average. Four out of every
ten respondents report that their organisation has
security technologies that support Web 2.0
exchanges, such as social networks, blogs, and
wikis.

f
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Managing increased risk from weakened

business partners and suppliers

Over 60% of the respondents from organisations
in China believe that they face additional security
risks because their business partners or suppliers
have been weakened by the downturn. This figure
is around 40% globally, suggesting that security
assurance from related third parties is still an
important issue in China.

Cloud computing

While IT virtualisation is a growing priority, one
out of every two respondents believes that it could
undermine information security.

Charlie F u , Partner at PwC
Controls Solutions (RCS) practice, who is based

damages to assets and reputations and mitigating
risks but also in positioning companies for the
recovery period and
perf or mance

business
year

stronger
t he

i n

i n Shanghai, emphasi ses
6tri al by fireo year ,
enormously valuable T not just in limiting

2009 11

fYOzPeo

Controls Solutions RCS)

r

CIO CSsO
. 2010
Global State of Information Secu
(63%)
130
7,200
(Risk &
IT
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15B, Yam Tze Commercial Building, 23 Thomson Road, Wanchai, Horighikeng www.isaca.org.hk admin@isaca.org.hk
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