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Agenda

= Recent Trends of Outsourcing
» The Security Consideration

= The Suggested Way to Address the
Security Issue
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Outsourcing has become a common business strategy
60% of Fortune 100 firms have their outsourcing business strategies in place
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Firms Using Outsourcing Services

AMERICAS EUROPE, AFRICA ASIA/PACIFIC
+Aetna « Bank of Nova Scotia « British Steel + ICI Chemicals * Mazda

«Allstate * National Bank of Canada * Nordic Business + Banco Cardina * Nissan
*Ameritech + Alberta Treasury Branches Groups « Galleries * Meiji Life
*AMEX « TransCanada Pipelines « Aventis Pharma | afayette « Sumitmo Metals
Ford " ol Ganada - Gacentro (NSEAGKGEochor - MRBEIS Trus
*Washington Mutual -« Air Canada « Arcadia Group ! EX.CEI OB
*AT&T + ComEd « Cable & Wireless * Pfizer * Omron

+Dayton Hudson = NIPSCO « Geodis « Irisbu + Daishi Bank
*Halliburton * PECO + Bank of Scotland * Altis * JACCS

*ACE Insurance « Eckerd * Parion Insurance + Next * Mitsui Life
*Xcel Energy * Federated Systems * mg technologies . p|sos +« ATMOC

*Equitable Insurance < Horizon BC/BS
~Texaco * United Healthcare

« Carl Schenk

« The Cooperative * Sagawa Express

*Prudential AMG * Mercedes Benz USA « Siomatica % Wé’rﬁ'&i%ng L
*Prudential IFS * Qualex + Mediosystems e N
+Chiron * Georgia Pacific « Bradford & Bingley e, P
*Equifax * ADVO * Rhone-Poulenc CLULIRET
*Boeing « Stanley Works «BP * Westpac

*Hertz « Fiat « ROSA * Air New Zealand /
*First Tennessee : Telefonicas de * Parion Ansett Australia
'Enm"' A\;i;':g"; - + Winterthur « Lendlease

*Lucen - razilian . | utual -

+Kodak Airlines * MAtRsEdRM ) :f:l::;

-gn;" p|USA * Southcorp

k. lectron

-Ngw Power Company * Cable & Wireless Optus

*General Motors
*NY Life

*Comdata

*Riggs Bank
*Franklin Templeton
*American Express
Financial

sLincoln National
*AXA

“MMI

*Nationwide
*Unum Provident

* Ministry of Post & Telecom
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Strategic Outsourcing :
What is the Value for the Client ?

= Cost reduction

= Ability to focus on core competencies

» Increase availability of specific skills and resources

= Improve stability, effectiveness and service levels of IT
= Enable rapid business change / expansion

= Obtain access to advanced technologies & research, and to industry,
business and technology experts

» Predictable expense management

= Gain contractually committed service levels

= Flexibility to transition to the next generation of infrastructure and applications
= Build a long term strategic relationship ... for competitive advantage

w
Increase shareholder value
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Outsourcing Services Available:
Processes, Infrastructure, and Applications
\

= Finance and
Management > Administration
* Human Capital

Processes
V7 e = Procurement
Operational Y » SR
\ = Selected Industry
Processes Specific Processes

Support Processes

Infrastructure Applications

SOI |TS Desktop Hardw_are .
Support  Operations Application Development, * PeopleSoft
Telecom System Migration, Support = Oracle

Operations Support = Siebel

Network Operations Center
First Level Help Desk

Second Level Help Desk
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Security Consideration

» Does outsourcing of IT operations to
an outsourcer mean management
can transfer the IT security risk or
accountability to a third party
company?

= Failure to implement a mutually agreed
security process with the outsourcer
may expose organizations with IT
outsourcers to untenable risk
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Meta Group - Need a Process to allocate
responsibilities

= The client organization should retain primary execution responsibility for
most of the analysis/design processes and functions. A key cornerstone of
an adaptive approach to information security is the development and
implementation of processes (i.e., policy management, risk management,
etc.) that enable business discretion in security solution design. Given the
intimate knowledge of the business that this implies, such processes do
not lend themselves to being outsourced. However, technology-specific
expertise (e.g., cryptography, network security) can be provided by the
outsourcer (or other service providers).

= |n addition to providing a model for allocating responsibilities between
client and outsourcer, security processes also enable specific associated
metrics. These metrics potentially form the foundation for effective security
service levels to be negotiated and instituted as part of the outsourcing
relationship. Furthermore, effective security auditing is crucial in an
outsourced environment, and the nature of processes (i.e., a predefined set
of actions executed in a predefined sequence, with consistent decision
points) enables improved auditability.

= Bottom Line: Outsourcing IT does not transfer risk or accountability for
information security. Organizations must use a process-based approach to
delineate security responsibilities between themselves and their
outsourcers.

Source: Organizing for security in an outsourced environment - By Tom Scholtz, 20 Jan 2004 | Meta Group,
i igi ,289142,sid19_gci945210,00.html
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The Suggested Way to Address
Security Responsibility Issue
For Data Center Outsourcing
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Client Security Document - Agenda

1.What is and why create an SO security
document ?

2.What the SO security document covers ?
3. The creation process

4. Implementation
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What is an SO Security Document?

= A document that is used to capture the Security Policies
that an outsourcing client wants an outsourcer to
implement on their systems/servers and network

Based on existing the outsourcer's IT security policies
= Two documents are created for each client

1. SO Security Document (Client’s Security Policy and Roles &
Responsibilities)

2. Implementation Manual (Controls to implement the security
policy documented in the SO Security Document )

D

/ﬁ%/y @
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Why create an SO security document?

» Ensure both the client and the
supporting personnel
understand all of the security
responsibilities

» Ensure support teams knows
how systems are to be set up
and maintained

» Ensure that the security
processes required are known

= Contract language is very high
level and this document
completes the requirements

© 2004 IBM Corporation
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Why create it?

= Document Client's Security Policies
— Many clients do not have a documented policy or it is out of date

— Allows the outsourcer to recommend policy changes to the client to
either strengthen it or save costs

= |ldentifies security requirements for the outsourcer to
implement and maintain
— Processes that need to be created/modified
— Security control values to be set on the client's system/server
platforms
= Document controls for compliance reviews

— Used by the outsourcer's Audit Teams, IGS Business Controls,
Client's Audit Teams and third party auditors to verify delivery of
service for the client

— If Client's Audit Teams or third party auditors think the controls should
be different than documented, it lets them know that the discussion
must be with the client
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The Participants

= From the Client

— The PO/DPE should discuss with the client who the representatives should
be. They should be able to decide for the company the security policy that
they want the outsourcer to maintain on their systems/servers.

= From the Outsourcer

— Project Executive (PE) or PO representative (Owns the relationship with the client
and the SO security document)

— DPE (Owns the delivery of services from IGS to the client)

— SO security process coordinator (Will manage the tasks involved with the SO
security document creation)
— Security Specialist/Security Delivery Specialist

— Provider of Service for Logical and Physical Access Controls, Portable Media
Management, and Network Security

= From third party (if any)

— If any part of the service delivery is outsourced to another company, a
representative must be involved to ensure that the company can deliver the
required security. The representative can be from the company or an the
outsourcer employee that the third party agrees can represent them.
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Importance of Participation

= Participation of all parties during the
creation of the security document /
Implementation Manual is critical.

= Failure to fully participate may lead to
an audit failure and expose the client
and the outsourcer.
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Creation Process

The Outsourcer will create a draft and review it with the client

Contract

DOUs

SOWs 4
Security Due Diligence

e
e

Sy

Current
Processes

Client's Security > .
Standards IBM Recommendations for all

Policy tables will be filled in.

Roles defined in the contract
will be filled in.
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Security Document Contents

= Specifies who performs the security roles

= Documents the client’s security policies that should be
implemented on the outsourcing systems and servers

— Physical Access Controls
Logical Access Controls
Security Status Checking
Portable Storage Media
Security Incident Management

Security/Integrity Advisory Process
Application/End User Security
Network Controls

Firewalls

Managed Security Services

© 2004 IBM Corporation
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A 'Roles Worksheet' is created

= This step documents per the contract whether the outsourcer or
the Client will perform the security roles. These tables should be
reviewed very carefully to ensure that the execution matches the

contract. to assist with this.
= For example:

IBM employees (userid administrator)

Userids Roles/Responsibilities IBM | Cust | NA
(P =Primary, A= Assist) XYZ

During the Transition period, perform a baseline inventory of yserids for the systems | P A

for which IBM has security responsibility
o | During the Transition Period, perform a review of system accesses for all employees A P
¢ | transferring to IBM to confirm that same access is required and advise IBM of any
A change

Establish, change, deactivate and remove yserids and associated access athorities for | P

© 2004 IBM Corporation
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Document the client's Security requirements

Example 1: (all the same) ) ,
System Valuel | Recommended | Current Setting | Agreedto Exsa!';;'zlemavmae?yd'gzzmi:;;gle‘gz'rerzt S g
Parameter Setting Sefing  |Reference D et g g, |Reerce
Passnord istory |4 4 21y | [Peeswortison RIVSROT 4
RNYSPO2.3 212
Max password | 186 days 90 days RNYSP3,
G 111 RSP,
Min password |6 5 characters RNYSPOE: 5
Jength 212 RNYSPO 4
RNYSPOT: 0
Exarmple 2: (minor differences) Maxpasshord | 186 days RNYSPO1,
System Value/ | Recommended | Current Setting| Agreed to age RNYSHD2 90 212
Parameter Setting Setting | Reference days
Password history |4 4 RNYSPO3; 186
212 days
Max password 186 days 90 davs RNYSPO4: 365
age 212 days
Min password |6 5 RNYSPLS,
lencth RNVSPOT 4 212 mggo
RNYSP0S: 3 5
Winpassword |6 RNYSPOT,
ength RNYSP03, 211
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From Policy to Implementation

» Use the Client’s security policy defined in the SO
security document to determine what values
would implement those polices

» Place those values in the Implementation Manual
'Agreed to Value' column

Agreed to Values filled in with the
that will implement the custq
security policy

Service)

20 © 2004 IBM Corporation

10



|1GS

Implementation Manual Contents

Documents the controls that
need to be implemented on
specific platforms /
subsystems to be compliant
with your security policy
documented in the SO
security document.

The appendices specific to
the systems and servers will
be included. There are 50+
platform specific
appendices available.

The outsourcer will maintain
this document for the
purpose of knowing the
controls to be implemented.
You are welcome to review
it.

It will be updated if the SO
security document is

A1. 0S/390 & MVS w/RACF

A2. 0S/390 & MVS w/CA-
TopSecret

A3. 0S/390 & MVS w/CA-
ACF2

B1. Host VM with RACF

B2. Host VM with ALERT/VM
B3. Host VM with VM:Secure

B4. Host VM with ACF2
C. 0S/400 Platforms

D. Network Infrastructure
E. AIX Platforms

F. AFS Servers

G. AFS Client Subsystems on

AIX
H. OS/2 LAN Servers

1. 0S/2 Base Operating
Systems

J. Lotus Domino Servers
K. Universal DB
L.CMVC

M. Novell Netware
N. TCP/IP

N1. TCP/IP (AIX)
N2. TCP/IP (Linux)
N3. TCP/IP (OS/400)
N4. TCP/IP (OS/390)

N5. TCP/IP (0S/2)

N6. TCP/IP (Sun Solaris)
O. DCAF

P. DCE Servers

Q. DFS Servers

R. DCE/DFS Clients

S. Netfinity

T. Netview DM/2

U. Microsoft Windows NT
V. ADSM/TSM Servers
W. Netview

7

o,

X. Tandem

Y. DEC/VMS

Z. Tivoli

AA. HP/UX

AB. Sun/Solaris

AC. Digital UNIX

AD. Linux

AE. Firewall

AF. Sybase

AG. Oracle

AH. SAP

Al. Microsoft Exchange
AJ. Microsoft Windows 2000
AK. Apache Webserver
AL. Domino Webserver
AM. Microsoft IS

AN. MQSeries

D

£

21
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Implement Current System Values?

=

Current System/ =
Server Settings [T
M

Network
Service)

22
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Include appendices for platforms managed by the
Outsourcer for this client — Example IBM platforms

Appendix Al. zOS, OS/390 and MVS Platforms with RACF

@ Copyright [BM Corporation, 1997, 2002 - All Rights Reserved
Version 4.2 - Movember 18, 2002

Al.1 System Setup

A1.1.1 Initial System Setup
Al1.1.1.1 System Settings

Mote: System Standards For Het¥igw, TCP/IF, Web Servers, MOSeries, elo. can be found in other A ppendices

System Recommended Seiting Current Seiting Agreed fo Seiiing Referenc
i e
RACF JESBATCHALLRACE) 21
SETROFTSE
RACF PASSWORLINTERVAL 21

SETROPTS [(1826) HISTOR YA
REVOKE S HORULED
RACF CLABSACT(DATASET 22
SETROPTS |SROUP USER TEMPLEH
OPERCMDS TEOAUTH
SDEF FACILITY
TAPEVOL)

RACLISTOF ERCRADE
GENERIC(DATASET)
PROTECTALLFAILURES)
WHENFROGRAL
BNARYEW(EWITCH

T TS £ e
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Include appendices for platforms managed by the
Outsourcer for this client - Example non-IBM platforms
Appendix AD. Linux

Coprright IEM Corporation., 1997 2000 - a1l Figds Beserred
ersion 4 2 - Forember 18, 2002

Wersion - Releas: Larels:
Fodia Wor G Rel 1 FedHa Ver & Fell FedHa Ver 7 Rel 1 FedHa Wer 7 Rell
Redia Wer 7 Rel = SuSE Wer 7 Rel 3 SuSE Wer & Tarbo Liox: Wer.
T 0 Semrer
Caldern eSammer W2 35 Trébimn (predminary aadr)

AD.1 System Setup
AT1.1 Endtial Sy=ien Setup

ADI11 Seatiings
Fysiam 5 Desaapiom| Recamnendel Seliog Currand S ey Apreeli Salng  |Reeranc
e
oD A, ea  porth Teqored EXN
o plivsecaritmpam_derr s
ress polingacc ot TegiTed
plibvisenmitepam _derrr o
A1 1 2 Nebuwork Sehings
System Saings || Recommedel Saimg Cirard Seting Agresl i Song Reerend
e
£

fpd dasmoe K arey dire dories Al be 211
optians mads writdble, the 1 027

option mst he 1sed Mot

this = 0 mn-fipd specific

e
Corfmatiorof | Tvfust e oamed b Toot ardd 211
the fip acoomt | grartwrie acces okt
[Fuomme i [ Thue crAser
Confimmatioan of | Fhast be oamed ey Toot axd. 211
[the i Erart AT e acc e orkr o
suibdiredory of [the craser. Files oortaived
the fip acoamd. | i this directory most hare
[ Tuoame divectory amode of 0111,
Confmmatioa of  [Thast be oamedbrr Toot axd. 211
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Creation Process (continued)

» the Outsourcer will create an exceptions
document to show where the current security
setting does not implement the security policy
documented in the SO security document

é%/e,h _
.

A list of the Current Values that
are different than the Agreed to
Value.
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Creation Process (continued)

» The client and The outsourcer will review the
updated security document (changes from the last
review meeting) and the exceptions document

The results will be a list of security
controls that will be made compliant

74 with the security policies and those
/ that will remain exceptions to the

client’s policy

The exceptions will be added to the
last chapter of the security document

26 © 2004 IBM Corporation
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Creation Process (continued)

Finalize the Document

= All updates completed and
agreed to

= Document will be delivered to
the client’s representative
with a cover letter

= SO security document /
Implementation Manual made
available to the outsourcer's
Service Delivery Personnel

2z \
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Implementation

= |ldentify procedures / controls in
SO security document /
Implementation Manual that need
to be implemented (if any)

= Create change records for all
changes

* Implement Changes

28
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Summary of Schedule

* mm/dd Create initial draft for review
= mm/dd Kickoff meeting
= mm/dd Client XYZ review complete
= mm/dd Implementation Manual &
exceptions document created
= mm/dd Review of SO security
document /exceptions
document
= mm/dd Final version of document
complete
= mm/dd Implementation starts
29 © 2004 IBM Corporation
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Summary

= Qutsourcing IT does not transfer risk or
accountability for information security

= A process-based approach to document
security responsibilities between
organizations and their outsourcers is
suggested
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Questions

31
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