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What IS TAPA?

T echnology A sset Protection A ssociation

IS an forum of security, insurance and
logistics professional s representing high
technology companies who have organized
for the purpose of addressing the emerging
cargo security threats that are common to the
technology industry.




What TAPA iIsNOT

@ Forum for “blacklisting” of suppliers

— Information sharing is done on standards and
BKM’s, not on any supplier performance issues

@ Forum for comparison of industry/supplier losses

— All discussion under NDA--$ =“don’'t ask / don't
tell”

M Guarantor of business

— Supplier compliance to standards gauged
Independently

— Certified suppliersto be listed on limited access
website--non-certified locations not listed

@ Unreasonable or cost-prohibitive




Evolution of TAPA

@ 1997: Security Professionals meet for first
time to address problems they face in regards
to high tech components theft:

— No oneis exempt from cargo theft
— Demand for product peaking

— Highly liquid components and demand on gray and
nlack markets

— Conclusion: Establish a Forum dedicated to
development of best known protective measures,
benchmarking and global implementation




Evolution Continued

™ 1998-2000:

— Development of Standards:
W Audit Criteria

A Contractual Security T& C’sin form of Freight
Security Reguirements

3 Scoring Matrix
— 1999 TAPA EMEA formed
— 2000 TAPA Asiaformed
— TAPA Worldwide Council developed
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TAPA Urlforrrned Approzcr
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1. Perimeter Security Preventative Measures Score Ware_h_ouse 2 [iF O L]
Classification Scored Score
1.2 CCTV Systems 1.2.1 - CCTV external coverage of shipping and
receiving yard to cover movement of vehicles and 0 A 0
people
1.2.2 - 100% CCTV external coverage of all dock 0 A 0
doors
1.2.3 - CCTV system able to view all sides of the
- 0 A 0
facility
1.3 Lighting 1.3.1 -Flood lighting of enclosed loading/unloading A
areas
1.3.2 - Dock doors illuminated externally at night A
1.3.3. - External and internal lighting levels that 0 A 0
support high quality CCTV images and recording
1.4 Perimeter alarm |1.4.1 - All facility external doors alarmed & linked to 0 A o
detection main alarm system
1.5 Perimeter 1.5.1 - Any windows or other openings in warehouse
windows, doors & walls must secured by steel bars/mesh and alarmed
. - . 0 A 0
other openings (or other material that would harden the opening to
burglary)
1.5.2 - Ground floor warehouse windows protected by
. . . 0 A 0
anti-ram posts or other physical barrier
1.5.3 - Dock doors of sufficient strength or design to
prevent or delay forced entry by use of portable hand
- - . - . - 0 A 0
tools or ramming by vehicle, interior hinge pins and
sealed hardware
1.5.4 - Reinforced exit doors from warehouse (steel
. . 0 A 0
doors & frames or suitable alternative
1.5.5 - Exterior walls to be designed to resist
penetration by removing building fabric, cutting or 0 A 0
ramming by vehicle
Section Total: 0
Total Possible: 24
2. Access Control - Preventative Measures Score Warehouse X if not Total
Office Areas Classification Scored Score
2.1 Office Entrances |2.1.1 - Guard or Receptionist on main office entry 0 A 0 0
points
2.1.2 - Security controlled access points (i.e. Card 0 A 0 0
access & CCTV)
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OoportUriles
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